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111 IMPORTANT INFORMATION

All of your files are encrypted with RSA-2048 and AES-128 ciphers.
More information about the RSA and AES can be found here:

Itoi//en.vikipeda.orc/wk/SA (cvyg(osystem}

Kip: d_Encryption. Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server,
To receive your private key follow one of the links:

ftallof this addresses are ot avaiable, folow these steps
1. Download and install Tor Browser: hitpsi//
2, Aﬂer a successful installation, run the browser and waﬂ for initialization
3. Type in the address bari gdémbrrzpfszonuk.onion/NASZ69CMZBIGRBZK
4 Folow the instictions on the sie
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* readme.bxt - Notepad

File Edit Format View Help

some files have been encrypted

Please send 0.2 bit coins to my btc wallet address
If you paid, send the hardware id to my email

I will give you program to decryper

If there is no payment within seven days,

we will no longer support decryption

Email : allcy@alguds. com
BTC wallet : 1BSIXEFPBybTXZiXNhoxDBdIdNYdvnzXru

Your Hardware ID:H1WYH-Y¥QOEB-WKCTA-TIDKTI-3FAPO-OY5PO

14043-PFLTU-00DRF-HIGXI-HVGAP-4EDI3

HMLE
. X|UZTAE HAIGH 7+A+ng(°r028|tcom)% AISFIEE SEst= HALE
+ ‘allcry@naij.com, allcry@alquds.com’ HYAEE =5t
- J04, =01, Z=F0=2 ANE ML E
o « PCOll Zxi5H= T+ (jpg, Xis, doc, ppt, zip, hwp, exe 2| 200712] BEEXY)
ot + Local Disk
+ allery'2 I SHEXIE HY
== - HIESIH EC0]| “readme.ixt” HHALEE THAU MY

+ E% SH0IX|0|M R or Bots 240 ZEHE|0] R
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http://xpexGerilkjced3). 1 8ey8e.top/6E14-7A42-6CDA-0098-947C

MEE WA Y TLSS S £ glauch

CRBR ENCRYPTOR

|-I'IJ
0x
In

YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES
HAVE BEEN ENCRYPTED! 5

The only way to decrypt your files is to receive
the private key and decryption program.

To receive the private key and decryption program
follow the instructions below: £

http: //xpcx6erilkjced3]. onion/6E14-7A42-6CDA-0B9B-947C

Note! This page is available via "Tor Browser” only.

+ URLFAE FAl6l0 ES3I=TE T6IEE QEoh= BHTE
+ “CRBR ENCRYPTOR”0| HA|=! HIE!SIH o|0|X|

1, Download "Tor Browser" from https://www.torproject.org/ and install it.
2, In the "Tor Browser" open your personal page here: b

« Local Disk, USB Drive, Network Drive, Cloud Drive

« PCOl| Zxli5t= T (ipg, Xis, pdf, ppt, zip, avi, wmv 2| 300712 EHXEX}

. SMOZ AUSH AMME ME
- QFSSHE EC0f| 7ol HML-ES MY
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o
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>
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T
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L
0f
5
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- XSAoZ SEoI0 MR St Yl E A
« ANAHER0| E27H50t=E £5 #l=(Volume Shadow) ALKl

Oo— =

o SHO HXO| CERBER(Ver.1)2| 242 2535t =771 =X (No More Ransom)

+ 4X2|Q] "Uelo| XXt or SEANZ WY YRS MY (PCOICH YA CHE)
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¥ Erebus 2HA¢j0f

LHE

=

Warning!!
Your documents, photos, databases, important files have been encrypted!
If you modify any file, it may cause make you cannot decrypt!!!

To decrypt your files please visit the following website:

If the above address will be unable to open or very slow, follow these steps:

1. Download and install the tor browser. Download Tor
2_ After successful installation, run the browser, waiting to iniialize.

3. In the address bar enter:

=
0x
In

Data crypted

Every important file (documents, photos,videos etc) on this computer has been encrypted using an unique key for this computer.
Itis impossible to recover your files without this key. You can try to open them they won't work and will stay that way.

That is, unless you buy a decryption key and decrypt your files.
Click 'recover my files' below to go to the website allowing you to buy the key.
From now on you have 96 hours to recover the key after this time it will be deleted and your files will stay unusable forever
Your id is : "57C6A3285296D809E51B3CFFADS03E0DAD34983D' you can find this page on your desktop and document folder Use it to

if the button below doesn't work you need to download a web browser called 'tor browser'

download by clicking here then install the browser, it's like chrome, firefox or internet explorer except it allows you to browse to special websites.
once it's launched browse to http://erebus5743Ing6db.onion

Recover my files

+ URLFA(Tor)E BAIGIH 7HMESIE XIE6IEE SE6he HHLE

—— PCOll Zxlist= IHY (jpg, xis, doc, ppt, zip 2| 4007H2] ZHEXY)
 Local Disk, USB Drive, Network Drive

+ ‘ecrypt2 It SIS HY

. HIESIHS mskst D= Zrjo) 2hA LE A

Ex — ' DECRYPT_FILES.html, _DECRYPT_FILES.txt
HERX, 2lsA AIE2| 2EAK0IA LA MY 0]

- BARME MY 23312 sl Z2 FUS 27420002H~40002H)

¥ At = HE adelofoll w2t ¢f Liguk T 4~ AFLICH
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ENGLISH

YOUR FILES ARE ENCRYPTED!

ALL YOUR IMPORTANT DATA HAS BEEN ENCRYPTED.

To recover data you need
To get the decryptor you s!

Send 1 image or text file 1-absolutu:
In the r include your personal ID (look at the beginning of this document).

We will ou the decrypted file and assign the price for decryption all files

After we send you instruction how to pay for decrypt and after payment you will receive a decryptor and
instructions We can decrypt one file in quality the evidence that we have the decoder.
Attention!

* Only i-absolutu
« Do not trust anyorn
+ Do not a

o EMail TAZ HEBIEE Q&
+ ‘how_to_back_Files.html’ MAHS 74X|1 Q= HMELE

« PCO|| &xfist= T (xis, xisx, pdf, pot, pptx, hwp 2] 200712] &K
« Local Disk, USB Drive, Network Drive

E
o
0E
do

« ‘[E-Mail FA]rose’'2 LI SIEXIS HA

- 2AS3IE Z2H0f| “how_to_back_files.html” ZHMLE AA
== - ‘BEXE i 255t ZIE (PCAHEE Al 2F UM JtSH Z=XY)
+ E-MaiS S5l =

- CIX|E MHES ZEI5HEHE Globelmposter 2HAY| 0

¥ At = HE adelofoll mat ¢f Liguk T 4~ AFLICH
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111 IMPORTANT INFORMATION !

All of your files are encrypted with RSA-2048 and AES-128 ciphers
More information about the RSA and AES can be found here
hittp:/en wikipedia org/wiki/RSA_(cryptosystem)
hitp //en wikipedia org/wiki’Advanced Encrvption Standard
Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.

To receive your private key follow one of the links:

If all of this addresses are not available, follow these steps:
1. Download and install Tor Browser: htps://www torproject.org/download/download-easy html

2. After asuccessful installation. run the browser and wait for initialization.
3. Typeinthe address bar: g46mbrrzpfszonuk.onion YCNQWIB49WUIES61

4. Follow the instructions on the site.
11! Your personal identification ID: YCNQWIB49WUIES61 !!!
x

s = +15_8S

+ URLFA(Tor)E HAIsH0] 7HdSsHHIETQN)E XISst=SE Reshs HELE

+ HIgSHHE 0[0[X| HY

t program,

E
o
0E
do

« PCOl| Zxli5t= T (jpg, Xis, pdf, ppt, zip, avi, wmv 2| 2007H2]
« Local Disk, USB Drive, Network Drive, Cloud Drive

il

‘diablo6'2 T} SHAXIE HZA
US 1l ZC0f 2HALE(diablo6_[3XI2]].htm) A4Ad
210| E7H551E2 28 4I=(Volume Shadow) Af|
SE)

JES=E
E-mail2 SX (MS0 MP OIS ‘E 2017-08-09 (XA} [EHEIXIT

aidlofoll mat 9f Ligat oHE 4= U
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LHE

rl'u
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"] _HOW_TO_DECRYPT_MV_FILES c09+606082ri96kT8y6_txt - Notepad
File Edit Format View Help

ALL YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES HAVE BEEN ENCRYPTED!

Your files are NOT damaged! Your files are modified only. This modification is reversible.

The only 1 way to decrypt your files is to receive the private key and decryption program.

Any attempts to restore your files with the third-party software will be fatal for your files!

To receive the private key and decryption program follow the instructions below:
1. pownload "Tor Browser" from https://www.torproject.org/ and install dit.

2. In the "Tor Browser" open your personal page here:
http://c99x60608ar196k78y6. yhicavevkj427eox. onion/N3i13Nes0l0ve5LU

Note! This page is available via “Tor Browser” only.

Also you can use temporary addresses on your personal page without using "Tor Browser':

http://c99x60608ar196k78y6. sayhere. party/N31i3Neg010vC5LU
http://c99x60608ari96k78y6. gof lag. webcam/N311i3Ned010vC5LU
http://c99x60608ar196k78y6. keysmap. trade/N31i3Ne9010vVC5LU
http://c99x60608ari96k78y6. segon. racing,/N3113Ne9010vC5LU

Note! These are temporary addresses! They will be available for a limited amount of time!

o/ My Decryptor * &

S @~ (€) D cooxs0sozanoskrzysyhicavevja27eox.onion e |[Q sear

MY DECRYPTOR Home Page Suppor Decrypt 1 file for FREE Reload current page

Your documents, photos, databases and other important files have been encrypted!

WARNING! Any attempts to restore your files with the third-party software will be fatal for your files! WARNING!

To decrypt your files you need to buy the special software - "My Decryptor"

All transactions should be performed via BITCOIN network.

Within 5 days you can purchase this product at a special price: BTC 0.200 (~ $1131)

After 5 days the price of this product will increase up to: BTC 0.400 (~ $2262)

The special price is available:

04 . 23:43:05

How to aet "My Decruntor'?

AL

« URLEA(Tor)2 | tod 7HAESH2Bitcoin)E XISSIEE SE6he HMLE
Uy AI7+OIIII—t F7t 7H4E3H4Bitcoin) 27

.

« PCOl Zxfist= T (jpg, Xis, doc, ppt, zip, hwp 2| 3007H2] SHEEX})
Local Disk, USB Drive, Network Drive, Cloud Drive

m
A

% Al EE B

Z= g

o

+ ' kgpvwnr, .ihsdj 2 It SHXiXIE HA
- HIESIH E0E 256 2E ZH0f| A E I My

— ‘READ_ME_FOR_DECRYPTOR [ID].t)d, ‘_HOW_TO_DECRYPT_MY_FILES_[ID] .

o AFIE20| S2510 1520iCH USFIE 6t ML E AlSH
- HHELO|Z(Malvertising)* E';Wj QI (3[okst

* Zofst 2al0l BNE S AHTES LA |T REsle YA

I]}OII

ool wat ¢ LSt CHE 4 ASLICE,
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22 3 EREE=g: E=r3]
7= LkE
et =)o e
What happened | Payment
‘What happened to my files
o d 7- i fill 1y 3
" ™ :\m! M[@j, can
Your KEY will be destroyed on
2017-02-23 2% 5!
Jitc rk. Thus, you need to excha
an@keemail.me
- XUFAE HAGIH 7HESH1Bitcoin)E XIESH=E &
+ ‘VenusLocker 0|2 71X Y= T2 72H Al (UM E)
HMIE + ‘venuslockerteam@protonmail.com’ HUNHE =&t
- HIESIH o[0|X|7H HE
To decrypt and recover all your files, you nead to pay 1 BTC (Bitcoin) for decryption service
1. Exchange some money to 1 Bitcoin, and then send it to our Bitcoin receiving address:
16jvWspVfuhjRgJhGCDETF29¢jQAYNmMX9G
Send your Personal ID to our official email: crazyman@keemail. me
You will receive your private key to recover your files within one working day.
or detailed information, please refer te the dialog or "ReadMe txt" on your desktop.
Tj3fel PCOll ZXfi5h= I (xis, xisx, pdf, ppt, pptx, hwp 2| 200712] &K
ol . . .
Local Disk, USB Drive, Network Drive
« ‘venus, .venusLfS venust’ S “venus” 2XAIH0| ZEtE mjl SERIKIZ HA
=x) + Qloj MHw-ES TBIGID QIS (32 AHE Exf)
o = “ »
= + HIESIHO| “ReadMe txt” WM E AN
+ E-MailZ Sal =
2| LhE1 CHE 4~ UBLIC

ehdofof what




Ransomware Response Guideline

T e
1 Wana Decrypt0r 2.0 =
Qoops, your files have been encrypted!
= o{EH &L 7k
otge gsstgLch
1, BIC| 2, JO]Ef |0l A 9 7|Et Dt 2 Rt S 3= 01 QU0 O Ol 4 AMAF
QUSUICHOINY TS =7 3 401 S S A 2 HJR| 3, AIZS ISt |
Payment will be raised on UCIZEIL|CL 57 & 25 o & AH|A Q0| = M 81 § = laLch
512012017 16:53:55
oOYUS ETFE S ASUIN
e Lo QS TiUg AT HA B 4 UGUCk T2 HE 1A BET
gick
LYe 222 S T+ Y& UCH<Decrypt-B S K12 AIESHIAIL.
Your files will be lost on L2 E o2 58 &3t T X ESHoFE LIt
AL E PR [ 7 = 2 = ohs o 3 0] SR 2o LTk 03 JhZ0l Mot Lt
=a— - T UM B SE A E5X LoD NYSs S22 57 T = 2l
il =67k otol £8 UK 251M 02 et Al E SRS 28 0/4=S
Lok
= = Send $300 worth of bitcoin to this address:
e
Sl Check Payment
- THNES} XRIFAS BAISH0] ZHESHI300)S KIZSES RESHS dile
« UF AlZHO| X|LIH 7HESH HIO0| B7I6tH, 7t AlZt 0|20l= B+ 7k
- HIESIH 0[0|X|IE HE
o HHLEE= 28742 AE X[
+ PCOll £xfih= T (jog, xis, doc, ppt, zip, hwp 2| 175712 SHEXI)
ol + Local Disk, USB Drive, Network Drive, Cloud Drive
o L - 2R HEI Y| HAE ZE 77|
+ ‘WNCRYT, WNCRY'2 I} SI&XIE HA
+ HIESIH 200 ‘@Plwase Read Me@ ixt’ 24 L E A4
= x| « ZAAR*7L &5t =H|Qlof M&0| HBEHH UM 5= SX|
e Yoz J|7|, AREY 0| 52 BRINZL 4 U U
+ SMBZI2FE™Z 015101 AUO| BIE X SX
*MS17-010 FUHES 08510 HHEHZ 2 2t

¥ A = HE sdelofoll mat ¢f Liuk T 4~ AFLICH
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=++UNDER NO CIRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL YOUR DATA IS RECOVERED:

*++FAILLING TO DO SO, WILL RESULT IN YOUR SYSTEM CORRUPTION, IF THERE ARE DECRYPTION ERROS
Agention

Al your files, documants, photos, databases and other important files are encrypted and have the exiension: PEBUQWRXS

ecover your fles

The only method of racovering files s to purchase an unique privats key. Only we can give you this key and only we c

your key is in a closed network TOR. You can get there by the following ways:

1 0. Download Tor browser - hitpsy/www torproject org/

|11 tnstal Tor browser

rowser. _hitp;//gandcrabmfesmnef onion/3206170b5256e28f
s page

4 Follow the

On our page you wil see instructons on payment and get the opportunity to decrypt 1 fie for free

ATTENTION!

IN ORDER TO DATA DAMAGE:

- 2535 2ol E2 FAR LSRR RESIL OlY= A
- i E0| GANDCRAB B ﬂ} HE 71
« H{T0f k2t HiESHH 0|0|X|S HEst

|| (ransom_test_sample).docx pbbugwrxs
|| (ransom_test_sample).hwp.pbbugwrxs
|| (ransom_test_sample) jpg.pbbugwrxs

|| (ransom_test_sample).mp3.pbbugwrxs
|| (ransom_test_sample).pdf pbbugwrxs

| (ransom_test_sample).png.pbbugqwrxs
|| (ransom_test_sample).pptx.pbbugqwrxs

EI%H%“-‘.’—I | (ransom_test_sample).txt. pbbuqwrxs
|| (ransom_test_sample).xls.pbbugqwrxs
| PBBUQWRXS5-DECRYPT.txt
## (ransom_test_sample).exe
PCOi| Zxtist= 1t (jpg, xis, doc, ppt, zip, hwp &)
Local Disk, USB Drive, Network Drive, Cloud Drive
+ “CRAB" 7|YELt HHEXIHS SHEXIZ F7}
£33 - ECiEE HH-ES MAotH, “HHEXIZE-DECRYPT.txt, [0|H].CRAB" S22 M
« E-Maile] HEMY S Saff ti=
X Al e HE THMlofof w2t @f L8t CHE 4= STt
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2532 9 £2
HIEI5I8 0|0X|S MM E LHZ0| HUE it HiHo= v

Hella dear triend!

Your files are encrypted, and, as result you can't use it. You must visit our page to get instructions about decryption process
Al1 encrypted files have got d71dvnud extension

Instructions into the TOR network

\nstaH TOR browser from https://torproject.ors/
Visit the following |ink: http://aplebzud

Gnket { d.on on/SE TCRCEFBO1583C0

1{Bag2nm:

Ilowing link can not be in work state, if true, use TOR above)

p://decryetor, top/9ETC2CEFBO1 58300

owing

Page will ask vou for

uTZ«\EQruPFDx/nSDVSFSWdehDOkoarv\uNrwISPUthVRZHF\dBKQESMETDAum
¥t JiZxhHdrarcHI 2261 | XNDULVHt nf 25 C72F 1 Ennl FYoM5I Xs ZXHny8s dPubu
aHndxil] | gaiynT+01 | CaCCEO34g | JCERzL tsknrt | Xq21 7] n2NWeF WY Qvbgp3
1] CMWaFALEMy RSN T | ¢ U3t ERyY o wdm dszXLDSQqsI’AJm’EOKPchNATEuF\d
FD#1q30Brkep#Sa¥allV i 03NSe m7SBLKK 1Kt OtBZkbRA+01 8l vEbt B3dykc 2Lngy
2bM/1 Gf Bo'TdwySpEdNRYuzak 5B TL2RLL 1 028UH,5Uz f Jy | TKCw | nonySad
TS0V I HZJ 1 2yarSiny GyHz guh INSU =211 B3asFPEx { rOgUbsy YHE| [ WKJG36
RifWaUhVNic | +L i OWE7bnns ] SCME+NOTGSBBBNG 101 0¥039k DAgak BJBd0+a It 42.)
ADBXwe rIcZ0KWnuF3/MRANUC1 73n0y DXA1BgliHeaDs i+ /BLCz | +v 3hxt /FZKFbE
wrO¥n28DkHGa f /%kd7p5qt JHBON TFYGT 0JUg2Lw{eLTa0i | A/ZHDX ok T 38ndS
kqul’Sy‘EDé/by/yHZOJFEEEEstZMAWEWAMIJk7WUUCESVAZHUfEHKMEOVWN

el

A
CGZIHarwp40fanfM3f SFXNXHD/WDGVDN IvZ2ezpStfHYCAn0i JO201 e
= A= o

FAR FSGIEE R

[y )

| BlegForm_BookReview.hwp.d714vnud
|| BlegForm_MovieReview.hwp.d714vnud
|| BlogForm_Recipe.hwp.d714vnud

|| BookReview.hwp.d714vnud
calendar_monthly hwp.d714vnud

[ calendar year hwp.d714vnud

|| classical_literature.hwp.d714vnud

] d714vnud-readme.bxt

|| english.hwp.d714vnud

|| Hyper(hwp2010).hwp.d714vnud

|| interview.hwp.d714vnud

L] KTX.hwp.d714vnud

|| MewYear_s_Day.hwp.d714vnud

|| request hwp.d714vnud

| shortcut hwp.d714vnud

|_] sungeo.hwp.d714vnud

| Textmail hwp.d714vnud

|| treatise sample.hwp.d714vnud

|_] Worldcup_FIFA2010_32.hwp.d714vnud

PCOll Exifot= IHY (jog, Xis, doc, prt, zip, hwp S)
Local Disk, USB Drive, Network Drive

- HEIEXIES SRR F7t

£3 - ECiER BA-ES MG, “HERAIS readme i SO AN

edRlloqoll k2t

E2i0|E-HI0| L22E S5 St RE

? LE2 CHE &= ULt
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LHE

@cmpneadmm =L ;' e

M BEE M40 =27V ESTH)
-+l FILES ON EACH HOST IN THE NETWORK HAVE BEEW EWCRYPTED WITH A STRONG ALGORITHM«—+

—Backups were either encrypted or deleted or backup disks were formatted.

—Shadow copies also removed, so FG or any other methods mway dawage encrypted data but not recover

-1t you want to restore vour files write to emajls (contacts are at the bottom of the shest] and attach 35 encrypted files
~{Less than 6 Mb each, non-archived and vour files should not contain waluable information

-(Databases, backues, larae excel sheets, etc.))

=VYou will receive decrypted samples

fﬁ?EQ?IEO;HIS INFORMATION TO COMPANY'S CEO, UNLOCKING OF 1 COMPUTER OWLY |15 IMPOSSIBLE, ONLY WHOLE NETWORK

~Vour warranty - decrypted samples.

—Do not rename encrypted files.

=Do nat try to decrypt your data using third party software.
-W¥e don’t need your files and vour information.

22:CONTACT EMAIL:::
col lyhuwknac@tutanata. com

gAML E AHD
= nh-_ un lackiaa | denbay. su
or
un lockBgray esion. su
NOTHING PERSOMAL 1S A BUSINESS
PLEASE DO NOT USE GHAIL, MAIL DOES NOT REACH OR GETS INTO THE SPAM FOLDER
PLEASE CHECK SPAN FOLDEAI I CLOP_
EX ol X = o
- 58 OIIHIETJ_%* AIEE RE
M =] P CH e
S—
|
b ZH0|SEE| » 24 » Sample
T4 S50y~ A =D
‘c 2Aw7) = 2to|=2g]
FR=EE ple
e as o= : Sma R 2% =7
H Az A
|| BlogForm_BookReview.hwp.Clop 2021-11-30 =%
o 2o=az __| BlogForm_MovieReview.hwp.Clop 2021-11-30 &
@ 24 __| BlogForm_Recipe hwp.Clop 2021-11-30 @
B e || BookReview.hwp.Clop 2021-11-30 2=.
= A __| calendar_menthly_ hwp.Clop 2021-11-30 =
e __| calendar_year hwp. Clop 2021-11-30 &
| | L cClopReadmett 2021-11-30 @=
TISHEH S 2021-11-30 2=
j_I_loH =.|—| & =1z || classical_literature.hwp.Clop 2021-11-30 2=.
l | english.hwp.Clop 2021-11-30 @
s _| Hyper(hwp2010) hwp.Clop 2021-11-30 @
| || interview.hwp.Clop 2021-11-30 2
G yeea [ kmxhwp Clop 2021-11-30 &
| NewYear_s_Day.hwp Clop 2021-11-30 2%
__| request hwp.Clop 2021-11-30 @35
|| shertcut.hwp.Clop 2021-11-30 2
| sungec.hwp.Clop 2021-11-30 @
] Textmail.hwp.Clop 2021-11-30 @%
| treatise sample.hwp.Clop 2021-11-30 2
|| worldcup_FIFA2010_32.hwp.Clop 2021-11-30 2=

PCOll Zxlist= IHY (jpg, xis, doc, ppt, zip, hwp &)
Local Disk, USB Drive, Network Drive, Cloud Drive

+ ' .clop ciop’' S “Clop” 7 |KELI SABHA EY 4= U= SHEXIE F7t
Exl « ECER WH-ES MMGIH, “F71El At + ReadMe "2
E-Maile| M2 SS Salf i

HE YO0 w2t 2 LHED TS & AUASLITE
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7 newry_epri7am-pecrveT - oo 2 N
TEP HEO ANO =i S5EH)
> NENTV 2.5 REVENGE <—-

Sone (or maybe all) of your files got encryped
We provide decryption tool if you pay a ranson

Don't warry, 1f we can't help vou vith decryptins - other people von't trust us
We provide test decryption, as proof that we can decrypt your dat:

fou have 3 month to pay (after visiting tho ransom psge) unti| decryption key #ill be deleted from server
After 3 month no one, even our service can't make decrypf

1) Web-Browssr

a) pen vour broy
b} Open this Mnk http //nenty . top/public/pay.php
c) Upload this file
d) Follow the instructions
2) Tor-Bro
al ann\uad&\nsta\\ Tor-Browser
b} Open Tor-Bro
g; Ep?n gms Mnk h'.'.p //zioxywSnkacoikSptn2iprkivgsc|owT2mjkykSt tubzxprijnwapkad, onion/publ ic/pay . php
e} Follow the mstructmn
<BEGIN NEMTY KEY>
AwdNW I | AchAra0S)nBpGZpowt XX | e¥+9Dr2+ZnSr |u¥a70/von i NrE2CHMpt TXeDSYP] | weleBi i AK ThLI2wx2G( aut/LDWehGakd: wk2r
E, AiiE +raluDubLEU/e11] Udur\XhEMEQJaFEVrEUE\QFGVZ&BH\MGZFVQEZSUESA\kLbhFELSRWP]DHHRHU9W7SZZURUUE\QGJEEL‘BBVZENSD/dN‘aGEZX/]VFLUQUEEVQMVZUGHHVSENVQEP
[ e | r— 'DOEVVwaXvacWanyUUXO\XbZBSkEumE/AS’M’7DS\dMn/qKB\PSnMEvF\WybﬂSkwEwGLTEermXcF’MTmQEUw\EEIL\ %] Od kWYOr 18G2Jp+Xwh.Jhal
+7v8/ | feZgkOadmmRj GRRLEU. ] WHYNyBf wJ807] LeYnkvhEj YE+MEDw3cd2i {2V rEqGgt 50ezm i nad 5eSHy /KWZE’7><M\'G\ \EHWOdS\WEI(ELQ/EVPZ’7Z\JS\KDLSTDETSV:OVE\JOKMWEEOE
+nX03U] AYHzk kDWYEN | 5 ZKrzprKeaSh | aGnyNEJar /1 LY6z | ES DDAqkyESu]mPKOKgMKE’MMpDELAEwJEMJSEWQ
fn hvbPyt Tco AHzDAB71 JERSL] KYeSLwCGf Et ODXWMy Yaxvi | Up W1 v |W/19P1K{bLuNvMp | gAFs\DSZSndeZEZAmSQLNthvN(
+0lweSZPulF JOPUk 44whNRYC{<EKOE | nIFG] 9CM | %31 YCnYRT bb7260Yn7/RFYHt BE] PEWpmOf 2561 1 v- DAnVAwSF\sW5/n'meEZtFxSAEAvEJGnZnrD/ZSSVJsAv’7KGZBw9KDzSZh4mEQBQGUFZ\ 188rHc.
+ AfTEMThiKYT TF3MB] 9Pt YSCHHY A WasvHi 1 |yrBul N E200wbkY r1ndhai | hLPRsdnux 2YZhXp3yyu2esk3xe § D4RELEycHt H5zB7n bRARFdwhalnXKPOb+AnaFHD2Ft PE fKxe JTsk | pWabapB/ cSfbDs0)
+f MsiqTrl)erinLqNuzu\4P5AwZeDMXvEDJ/NGZF7dﬂ Cl
+0nZW i B1FOHGH f JZeBsxkMF JZTBEET: AFQ(SESD\WJvEFWPHxOs\EBR\cugk\wPBTLsNepPNWXRNuTZOm\rUgEUFEWhEILAJanX\'SAGangtMZUEVOyanLWTWnVAub/AA\EE
+1 IPDDO7STGEFWiMx 2/D01 She. W TAUzCd ul mu/dvreJ htal iGEgl==v7||y.JeF1qahlLavAetFaiqdl wIUWb iMpMTTEL Ol YXR/UPHE |FYZ2sZdGJydg | v 0f 90yAn¥BKxY | TBoSTUDRYRI PallSob | TSMBgwr vABRY2EL/Z2TCz | g EKYAIC
PyLMOt OhhZ3nLdEY rMxbzFkIEF | \DQPE'EyRthkXduE:FEFVSESqEqKFazDe/ZE\ IL1jpBrmdaT o tKubDOCtY Jd03sEEZDcdz9sANI21 Ehpb3dxAHn | EFheYcMa fnvNTb1 Cekk rA7SE90vBaAt RUDY ihahj Hsak
+MAa2duHBXh JCOSBNDRZLg | YYM | sCY4N4| LZuh1oTG3re r+V {LEW {7276t 4F2Bq23YL0 | BS
+HTeWUeRZj 8rJTBn50Ry jH2vuHo3Y iprepfom | RKI sFGBp DZ(GthXHmwanL/UJd\XBtdExytperWVM kMBd/Bealt Svdyst
aJ8lj BDZ4uwagafEnp.Jo i oh+alGpShYPeZ8yky29aqCYETDOUBLL/ 37U 1 NohFsn | pdf 92AFa07a | EquRMeGKRRT3g | j el
+uhzwnRdkEMuLrRfNZi \c//nQW\EEFVybHPGE\B Kk5z. JcWFUGWwZ’7EAEJ\J\Gttw\QHEFNthMKenN\ZFeman\GOPZVm/DkGRkavg\\EquDJyGNIUp
+t | YLFduxOnTEPOX 1 fwRi vBROU4] OhLl 4/ 10xq, db | AEDM /] CPMROzhn THa3AeqKo | widN
uNLErua\MJVhstBkRSszAEWJEuhDaZR/JRzkn/ErquthFngvaJZdUKaE\ ivtkochnexPU1 VARmMUrAs2exRBw3l v| 1ymh\nNthNkeSXERE\QJM%SJPhﬂDuD’NN\w’mkk/yMZFwRuEDJ BCr 1 FOvk45uLGfyPJtNOBJt BOCSCOL
FCBYUNNE v JVSn2z0 LErLAbkn292MSy5y5ZBaTbFat INFrDcp | mKieXsUBI Wixpol | +XNiV15wNE| 9d«0/0eCtqRY2cecO0GZO0Y 31 MPFs] AmkPut E/\KVaqhwaesXGuT\ 13poBPNGI 68t 2u2RbCACGORT9Bxc Ul XTI CakT5f
+MpO¥n2/JURRAAYy DPa206] | ZABmShJZe eBRs3HE/ JYWa  RJTuSChZT IREExDGEnnSSth\wriﬂcmyEWEHu\ \'cth\ERD/uFZEOremUzPrU
EXq —." I | X—l/\;l,o:i 2HAd EE A |:;|_ =2 O
. = = Edy IJ: =
=0 = H|0[X|=2 H—O |_H|:1 EHE—OE—‘WE
ML 0| o|=7} AtOl ol
* EJD ISNES NemtszaT_7 MU e
i =lEH o shortcut hwp.NEMTY_EPHL7IM
ofl Tl ] sungeo.hwp NEMTY_EPH17IM
XTU=L= 17lOI (; : =
PCOll £Xlck= T (ipg, xis, doc, ppt, zip, hwp &
Local Disk, USB Drive, Network Drive, Cloud Drive
. R » ——
=1 gXe] — S X =
NEMTY NEMTY_ZHEHEX}HE NEMTY” 7|2 E7} Zotel SRS £7
EX| ZrjdHz M EZS MM, ¢ TY HEEX|}H. Al
E . =
=0 ZHEE ML ES S'©OIH, NEM _|_H =X bdgoo

TR0z E O E-Maildl HETIY 5SS S5 Hi=

chdellofoll et @f Liak TS 4~ AFLIC
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356 _egn AsO am sewr

Littis Fi0

0" ¥hate Haopen?
A= our 1iles v been encrapted and now have Ui “askon” wxtension. The 1i1e Structure was noL Gssssed. e 1d sveryUhing possible 5o Uhat this could ot Hsmoen

T —
1 17vou *1%8 ¥o dherost vour f11es you wil1 noed to par In bitealns,

3
Gt st prantses

11255 BITTPAEET"Ve shaotutely do not cars about you and yaur dsale, eycent Outting benafite. If ae do nat 8 our work and |IabINIties - nosady il conparate with us, It ot in our ntarects,
To chick Shasbl 10y 51 recurnina 11 1oa: Jos con send o 08 e 5 1105 81t CIRELE w0 oo o 15/, G- ot Gstsneses|) 0 1o 3 zes(een | 151, w11 GecryOe hek and an Do 1o Jou. That 15 our svarantes

2
i 1w 10 cor
A: Vo c:

et with yout
it us o gur mailbas: savbackforaistakeiea,com

- Hov i1 the decrypt|on process praceed aiter payuent?
RS KTTaF oaphane 56 9111 Sond €5 9ol SUF SeARRer-GHERGAT £rasrsn and deal1ed Insteuctians for use. Bith thix presran ou will o sbla th dscrsot all yeur snerspted 4iles

5
571 1o e v st 1 gt
P A 27~ lor us. 1t Goes not. wstter. Bt you w1 Ieso sour Liso and dta. Gause anly we e the o Ivake k. I Droctice = Lias I much mers valusbl thon wono
ML E L o " 0
R i 1 for restorimn vur data o ant41rus colutans = plase aaka 2 backus far 11 ancrsd ilest
=L =h:— i Shanots 14 ancevstad 1 Rt At g

 ru
=
0x 0x

%E”i.'i ENEl0f 00 SN 0l FAZ HSIEE R
EH S%XH.makop S)2 Lzt E0{QUCtD

ox
v
0>|

@TD-\ | v ZEE » 22 OA3 () » ABA » cockedpistol » 24 » Sample [ 4 |[ Samore 2
F4v  EOZEENER Y BROY~ =0

Y 287 as ) SHE R /% 27|

__| BlogForm_t hwp.[AAC132CC].[paybac coml.makop 2021-11-24 @F 25KB

SECEEE] [ BlogForm_ hwp [AAC132CC].[paybac comlmakop 2021-11-24 @ 26KB

|| BlogForm_Recipe.hwp. [AAC132CC].[paybackformistake@qq.coml.makop L] 20KE

& =18 | hwp.JAAC132CC] [paybac com] makop oA 140KB

L_| calendar_menthly.hwp.[AAC132CC].[paybackformistake@qq.com].makop 427 30KB

J! HEE ] calendar_year hwp.[AAC132CC] [paybackformistake@qg.com].makep CE] 55KB

& =u0r3() || classical_literature.hwp.[AAC132CC].[paybackiormistake@qq.com].makop 4 2F 49¢B

|| english hwp [AAC132€C] [paybackformistake@qg.com] makop L] 16K8

G yEus (] hwp.[AAC132CC] [paybac com].makep oR 94KB

EIEH l;él-l _?_l | interview.hwp.[AAC132CC].[paybackformistake@qq.com].makop oF 558KB

[ KTX hwp.[AAC132CC] [paybackformistake@qq.com].makep ) 653

| Newvear_s_Day.hwp.[AAC132CC].[paybackfermistake@qq.com].makop 2021-11-24 273 79KB

|| readme-warning txt 2021-11-24 @H 2KB

[ request hwp.[AAC132CC] [paybackformistake@qq.com].makop 427 308

| shortcut hwp.[AAC132€C] [paybackformistake@qg.com].makep 1] 43¢8

] sungec hwp.[AAC132CC] [paybackformistake@qg.com] makop ) 903KB

| Textmailhwp.[AAC132CC].[paybackformistake@qgq.com].makop 23 35KB

] treatise sample.hwp. [AAC132CC] [paybackiormistake@qg.com] makop 4 o 1,401KB

['] worldeup_FIFA2010_32 hwp.[AAC132CC] [paybackformistake@qq.com].makop °n 308KB

PCOoll Zxiot= I+ (jpg, Xis, doc, ppt, zip, hwp &)
Local Disk, USB Drive, Network Drive, Cloud Drive

[ ] [SHOIH YA makop” 22 EEAL T}
Ex = EE .E_H’E.'LES AMMSIH, “readme—warning.txt”2 AA
+ E-Maile| HRIY S= Safl iz

>
!
i
E
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+ 242 IS BALES TR T 27 A

All of your files are encrypted!

Find README.ecc837565.TXT and Follow Instructions!

> Z0i2HE » BA ) Sample

LT EN

- e

000000 000000000000

+ PCOll &xifst= W (jpg, Xis, doc, ppt, zip, hwp &)
+ Local Disk, USB Drive, Network Drive

- WHIXIES SEXIZ FII5HH 010|122 H2HIE0| 510k XIE24| J2loz HA
« EMEz AHHLES *c';gom:i, “README. ZHEEXIE txt” SO = M4

Hellofoll w2t ¢ Ligat T 4 ASHCH
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Ransomware Response Guideline
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hs you know

TOR VERSION

(if you don’t - just
17 Jou trv 'to use any additlonal recovery softvare - the fi1se alaht ba danased,

AT of vour files are currently encrypted by CONTI strain

http://cont irec]

HTTPS YERS 0N
https://cont i recovery. xyz/

VOU SHOULD BE AWAFE!
Just in case,

if you try to isnore us

Invhoj Zov{252q) 2dwrr

d.onion,

——-BEGIN |D-—-
T b S GO R R

Vou can contact our tean directly for further instructions throush our website

(you should download and install TOR browser first https://torproject.org)

To make sure that we REALLY CAN get your data back - we offer you to decrypt 2 random files complstely free of charge

valu

GO N e e L et S Sk i R e L
so if vou are willing ta try - try it on the data of the lowest

We've downloaded a pack of your internal data and are ready to puilish it on out news website if you do nat respond. So it will be better

o E= o o
HYEN B2 UEYT A hitp FAE Sdll F2HE R
HHLE X7|0fl Contiofl Sfs LS SHe|AUCtT Hel
@U" HTE » 22 023 (C)»| Python27 » vl&,H Bython27
- (w2 #0
Y M| o= : TES 2R 2% 37|
B ore=c J DLLs 2021-12-01
M B 3m )i Doc 2021-12-01 @F
HEz e )| include 2021-12-01 @
M Lib 2021-12-01 @3
@ Eol=ag L libs 2021-12-01 27
EET ) scripts 2021-12-01 @
= El=E=) ) tel 2021-12-01 @F
&= AR i Teols 2021-12-01 93
o 2o [} cefpython3-wininst leg.RZQNV 2021-12-01 @3 11KB
[ UCENSE bt RZQNY 2021-12-01 @3 30KB
TI=SHEH © & £18 ] NEWS.tXtRZQNV 2021-12-01 @7 368KB
l|-|OH =T| & python.exe 2013-11-10 26kB
= 2ge . pythonw.exe 2013-11-10 2= 27kB
| Pyv8-wininstlog RZQNV 2021-12-01 £ 2B
@ ysy3 ] README txt 2021-12-01 @7 28
7] Removecefpython3.exe 2016-03-08 93 1928
7] RemovePyVB exe 020-01-10 27 1928
[ woxpopen.exe 2013-11-10 2= 49kB
=l 17!
PCOl| ZAlfsh= T (¢, log &)
Local Disk, USB Drive, Network Drive, Cloud Drive
“ AT"O
[HE ] o2 SERIR T}
EX| AH 'I
— o

i Rlofof mat

ZER WML ES MAMSHH “README."Z
ZF2 E-Mail2] o] Z

? e s

I SHEl Trickbot & 2

UL
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Ransomware Response Guideline

=2
‘_rL.'_- LH o
| TeequC readme_bi DI o leloles
BUE MN0) =221V S2H)
Your network has been infected!
hrersbisastiasaes DO NOT DELETE THIS FILE UNTIL ALL YOLR DATA HAVE BEEN RECOVERED P e e Y
All your documents, photos, databases and other important files have been encrypted and have the extension: .bDdebdChBC
You are not able to decrypt it by yourself. But don't worry, we can help you to restore all your files!
The only way to restore your files is to buy our special software. Only we can give you this software and only we can restore your files!
We have also downloaded a lot of private data from your networl
If you do not contact as in a 3 days we will post information ahuul your breach on our public news website (avaddongunrngel.onion) and after 7 days the whole downloaded info
You can get more information on our page, which is located in a Tor hidden network
How to get to our page
i 1. Download Tor browser - https://wew.torproject.org/
} 2. Install Tor browser
| 3. Open link in Tor browser - avaddonbotrxmuyl.onion
i 4. Follow the Instructions on this pase
Er_g | E Vour 1D:
MTcyOC1 4dDd i Tz08SU 1 ya| BUN2BOODANRSApbYex TH1 XAGRZS1 phOk EdWnh | SUFrAKNNZ; NicO9vcGNvRX JHRTA2YFZs 24 1 0dkFpUSYLak SviYhyL | d2kny ATFYVVEZn02YSRYZFYHpy WY Owdi FuR | YZWHRY Nt NSONpHn ZGYWhy Ul d4bOpsMEK 5a3 | DcOdSn | ul
el | rynFab3cr TGxJWSt | QkdnOHYZa25aN22253cvel| CeYBnet FRR\‘JXWUXUEVSJSM[W[I(WDFVOEETLHVtZTFrHEQth&ELlIstyBalBmIHJlaXVmN[INLcVRSdZJveFdFZZd\LDFHdEEWJ\WWSWZUVZHT[EAKhESde(K!JVaStMIsSLyS)VUsAPGNGi
bkSYEFpyK1pNWExPN2S3UKF 1 02YnZn 1 BYkpkK3dOQyt OR) THTTYCVGJkckS300 1 vPQ==
+ D0 NOT TRY TO RECOVER FILES YOURSELF!
+ DO NOT MODIFY ENCRYPTED FILES!
+ + + OTHERWISE, YOU MAY LOSE ALL YOUR FILES FOREVER! + + +EBfDJSDNIuOaPYpKMucal.SSherBvm
= o= ==
- AEL avaddon HAET} BEE £2 LEYIS Si =22 R
ol k=1 IStE| S O =3 =2 715
< WAL EO]| 3 L 20| QI Al avaddon EIAE T} ZetEl SH|0|X|0 &5t HEE ZIHEICID
1= . =z un EE 2]
|| BlogForm_BookReview.hwp.bDdebdCbBC ~ 2021-12-10 27.. BDDEBDCBBC g 25KB
|| BlogForm_MovieReview.hwp.bDdebdCb... 2021-12-10 27.. BDDEBDCBBC ot 33KB
|| BlogForm_Recipe.hwp.bDdebdCbBC 2021-12-10 27.. BDDEBDCBEC mtg 33KE
|| BookReview.hwp.bDdebdCbBC 2021-12-10 27#.. BDDEBDCBEC I+ 145KB
|| calendar_monthly_hwp.bDdebdCbBC 2021-12-10 @ BDDEBDCBBC Epg 33KB
|| calendar_year.hwp.bDdebdCbaC 2021-12-10 2F.. BDDEBDCBBC 57KB
|| classical_literature.hwp.bDdebdCbBC 2021-12-10 @H BDDEBDCBBC 49KB
|| english.nwp.bDdebdCbBC 2021-12-10 27.. BDDEBDCBBC I 17KB
| Hyper(hwp2010).hwp.bDdebdCbBC 2021-12-10 27#... BDDEBDCBBC 97KB
|| interview hwp.bDdebdCbBC 2021-12-10 2 H BDDEBDCBBC 561KB
ElgHtH'?’l | KTxhwp.bDdebdChBC 2021-12-10 27.. BDDEBDCBBC 73KB
= || NewYear_s_Day.hwp.bDdebdCbBC 2021-12-10 27 BDDEBDCBBC I 81KE
| request.hwp.bDdebdCbBC 2021-12-10 27.. BDDEBDCBBC I 33KB
|| shortcut.hwp.bDdebdCbBC 2021-12-10 @7 BDDEBDCBBC mp2! A9KE
|| sungeo.hwp.bDdebdCbBC 2021-12-10 27.. BDDEBDCBBC o+ S05KB
|| Textmail.hwp.bDdebdCbBC 2021-12-10 27.. BDDEBDCBBEC o+ 41KB
| TkBquC_readme_txt 2021-12-10 @H®__ & 4KB
|| treatise sample.hwp.bDdebdCbsC 2021-12-10 27.. BDDEBDCBBC @2 1,401KB
|| worldcup_FIFA2010_32.hwp.bDdebdCb. 2021-12-10 27F BODEBDCBBC mpg 313KB
ZrHSH= 7ol =
PCOll Zxfist= mHY (ixt, log &)
Local Disk, USB Drive, Network Drive
« o LIAT O =
[ "2 =Rt 27t
= I = 5 “3
£3 . EH“E"E HH-ES HHSIH, "R _readme.txt’ = 4
= - i ai=hikel] IIs o = = 1T
+ FE E-Maile| HRIiAof 2atE AERE Soil 24 = Hix

i elofof wat

2| LHEa CHE & AUAsLICh
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Ransomware Response Guideline
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LockBit 2.0 Ransomware

Your data are stolen and encrypted

The data will be published on TOR website http: //\m:kh\tautvaE"/tSEemnfwgcg\mutrﬁaSEnvgvukJaEuu::\uJykyd onion and https://highlog.at if vou do not pay the ransom
You can contact us and decrvet one file for fres on these

http //IDckb\lSuD4yEZCdSEHkSUHHNSZEWkwEwI\qu\yhvanJJSSZJawd Unlun

gé{tp /71ockbitsap2oaghcundsyvbat BnEnzt Tqoschidins fleudkadkzdid, onion

https://dscoding.at

Decryption |D: 338FECE4106606834CS1B1 04353501 F4

o 2HMLE K20 lockbit (HZ) ransomware2t HA|E|] QoM EE HEQITIE E5f Y22
FEHEHeZE=10/20/3080 US)
o HMLEN =2 £ M4210] 2™ lockbit HIAETL ZEHE E2 HEHT 2 62l 221 AO|Eo]

SE6 MRS Bofsictn U3

T~ FOSHANET -  TROM- M ED

i g7z = e 2l
8 C2EC blegform_bookreview.hwp lockbit oz
M s sE blegform_moviereview.hwp.lockbit 725,
T 23 9] blogform_recipe hwp lockbit 72
bockreview.hwp.lockbit 2
. EHIEEE| calendar_monthly.hwp.lockbit 2
E =4 calendar_year hwp lockbit 12%
Haoe classical_literature hwp.lockbit [=E=4
=) A english.hwp.lockbit e
o 22 hyper(hwp2010) hwp.leckbit 2=
interview.hwp.lockbit o5
L= ki hwip.lockbit o=
newyear_s_day.hwp.lockbit o5
El%H%‘l.?_l ™ HEH request hwp.lockbit 2=
|| Restore-My-Files txt 2=
L EE shortcut.hwp.lockbit [=1=4
sungeo.hwp.lockbit 2=
textmail hwp lockbit 2=
treatise sample.hwp.lockbit o5,
worldcup_fifa2010_32 hwp.lockbit 2= LOCKB]
=L 17! :
PCOfl EAsk= T (i, log, hwp, zip &)
Local Disk, USB Drive, Network Drive
o OFUH Z0f “lockbit’ 22 E&XF =7t
£3 - E0EE YL EE Mo, “Restore—My—Files.txt"= A
= - _ = o1
2202 oy O[] 012N S MU TSI HEREH oMot B REg
¥ A = HE sdelofoll mat ¢f LiZak T 4~ AFLICH
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